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DETAILED ACTION 

1 . The Office would like to make Applicant aware that a new examiner has been 
assigned to the application. 

2. Applicant's request for reconsideration of the finality of the rejection of the last 
Office action is persuasive and, therefore, the finality of that action is withdrawn. 



Claim Rejections - 35 USC §112 

3. The following is a quotation of the first paragraph of 35 U.S.C. 112: 

The specification shall contain a written description of the invention, and of the manner and process of 
making and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the 
art to which it pertains, or with which it is most nearly connected, to make and use the same and shall 
set forth the best mode contemplated by the inventor of carrying out his invention. 

4. Claims 1-6, 7-12, 13-16 and 23-29 are rejected under 35 U.S.C. 112, first 
paragraph, as failing to comply with the written description requirement. The claim(s) 
contains subject matter that was not described in the specification in such a way as to 
reasonably convey to one skilled in the relevant art that the inventor(s), at the time the 
application was filed, had possession of the claimed invention. The claims detail a 
limitation that the remapping is being performed independent of the operating system. 
In the paper filed April 1 1 , 2005, Applicant state that that all amendments are fully 
supported by the original disclosure and that no new matter has been introduced. In 
that paper, there was no express indication of where the support for the limitation was 
disclosed. The examiner has thoroughly reviewed Applicant's originally disclosure and 
has found no language, either explicitly or implicitly, that would allude to the remapping 
being performed independent of the operating system. At best the original disclosure 
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states that the invention allows for the introducing of a new order of privilege 
relationship without requiring major re-design to the fundamental privilege protection 
mechanism of a processor nor the operating system that uses the processor (pg. 8, 
lines 1-5). This means that the remapping, thereby allows an untrustworthy program to 
be confined to execute out of a more privilege ring while trustworthy programs are 
confined to less privilege rings, without creating a backward capability problem such 
that the operating system has to be redesigned to allow the capability to happen (pg. 3, 
lines 6-20; pg. 8, lines 6-26). First, this in noway would allude to the remapping being 
performed totally without the use of the operating system. One of ordinary skill in the art 
would never come to that conclusion based upon reading the disclosure as disclosed. 
Independent of the operating system means that the operating system would not play 
any role in the remapping. The claims make no mention of whether the operating 
system has a role in the remapping or not. In fact, the disclosure doesn't even 
distinguish the operating system from the remapper. The operating system is sparingly 
recited throughout the specification. What is clear from the disclosure is the remapper 
allows for the privilege levels of untrustworthy components to be confined in the more 
privilege levels without any massive reconfiguring of the operating system. In addition, 
in order to be independent of the operating system there would have to be no re-design 
whatsoever to the operating system and not just precluding major redesign. The 
invention appears to allow some operating system redesign but not major redesign by 
distinguishing that that the redesign precluded is major and therefore could not show 
that the remapping is performed independent of the operating system since it appears 



Application/Control Number: 09/544,492 Page 4 

Art Unit: 2195 

that minor redesign is allowed. Therefore, there is no support for the limitation 
independently of the operating system as disclosed in the claims. 

In addition, claims 23-26 are not supported or enabled to operate. Independent 
claims 23 and 25 both detail the privilege remapper configured to remap a current 
privilege level using an instruction of the processor to a different current privilege level 
wherein the remapping is performed independent of the operating system, the 
instruction, and the task. It would be impossible for one to perform remapping by using 
an instruction and wherein the remapping is performed independent of the very 
instruction that is invoked to perform the remapping. In essence, you couldn't call the 
very instruction that performs a remap operation but somehow are capable to perform 
remapping. 

5. Claim 5 recites the limitation "at least one of the one or more logical elements" in 
line 2. There is insufficient antecedent basis for this limitation in the claim. It appears 
that claim 5 should depend from claim 4, not claim 1 . 

Important Notation 

Applicant has argued over the prior two office actions that all the claims set forth 
the remapper performing independently of the operating system. First, the examiner 
states, as outlined above, that such a limitation constitutes new matter to the original 
disclosure. Secondly claims 1 9-22 clearly teach away from such. Independent claims 
19 and 21 make no mention that the remapping is performed independently and their 
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dependents explicitly state that the remapping is performed by the operating system. 
Therefore, arguments that the independent capability is not shown would be moot to 
these claims. 

Claim Rejections - 35 USC § 103 

6. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

7. Claims 1,4-7 and 10-29 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over KAMIYA (U.S. Patent 4,949,238). 

As to claim 1 , KAMIYA teaches a processor (data processor) comprising: a 
control register to store a current privilege level to attribute an execution privilege level 
to a task for the processor (CPL of executing routine on the processor) and a privilege 
remapper (bus) coupled to the control register and configured to remap a current 
privilege level (CPL stored in CPL register) stored in the control register to a different 
current privilege level attributing a different execution privilege level to the task for the 
processor (via when segments are switched the bus reads a descriptor from the uROM 
or when the current privilege level register changes, a new privilege level value is 
supplied to and set in this current privilege level register via the bus) (col. 3, lines 20- 
34). However, KAMIYA does not explicitly detail that the operating system initializes the 
CPL. Official Notice is taken in that it is well known in the art that an operating system 
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can initialize a CPL value in a CPL register for a task and therefore would be obvious in 
view of KAMIYA in order to facilitate independent privilege checking and changing of a 
processor. 

As to claim 7, reference is made to a method that corresponds to the processor 
of claim 1 and is therefore met by the rejection of claim 1 above. 

As to claim 13, KAMIYA teaches on a processor, the remapping of a task from a 
current privilege level, i.e. first privilege level, to a new privilege level by a bus (col. 3, 
lines 21-44). KAMIYA also teaches a plurality of instruction segments having 
instructions wherein one instruction segment can transfer or invoke another instruction 
segment (col. 5, lines 23-35). Changes in code segments, i.e. instructions of jump or 
other invocation instructions, makes the system read in the new descriptor associated 
with the new code segment and thereby load its information, i.e. its CPL (col. 6, lines 
33-41 ). After the loading of the CPL, a determination of memory protection violations of 
the code segment is checked (col. 6, lines 41-47; col. 7, lines 23-44). Official Notice is 
taken in that 4-level privilege systems are well known in the art. Therefore, KAMIYA 
teaches a sets of instructions (code segments) potentially having different current 
privilege levels (via the descriptors or changing by the bus) wherein a first set of 
instructions (code segment) is remapped to a new current execution privilege level (to a 
new privilege level by the bus) prior to runtime privilege checking and execution of a 
collection of programming instructions (via after the loading of the descriptor performing 
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a determination of memory protection violations) wherein the new privilege level is any 
of the four privilege level of a well known privilege level system. Hence, KAMIYA would 
teach remapping a ring-2 task to be confined to ring-3 and ring-3 task to be confined to 
ring-2 independently of the operating system (via the bus performing the changing of 
the CPL). 

As to claim 28 and 29, It is well known in the art that a task is an Internet 
application or a task associated with an operating system. 

As to claim 16, refer to claim 7 for rejection. Claim 1 6 further details the task 
being a set of instructions and there existing a second set of instructions having a 
different current privilege level such that the first set of instructions are remapped to a 
third current execution privilege level prior to runtime privilege checking and execution 
of a collection of programming instructions. Official Notice is taken in that 4-level 
privilege systems are well known in the art. KAMIYA teaches the remapping of a task 
from a current privilege level, i.e. first privilege level, to a new privilege level by a bus 
(col. 3, lines 21-44). KAMIYA also teaches a plurality of instruction segments having 
instructions wherein one instruction segment can transfer or invoke another instruction 
segment (col. 5, lines 23-35). Changes in code segments, i.e. instructions of jump or 
other invocation instructions, makes the system read in the new descriptor associated 
with the new code segment and thereby load its information, i.e. its CPL (col. 6, lines 
33-41 ). After the loading of the CPL, a determination of memory protection violations of 
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the code segment is checked (col. 6, lines 41-47; col. 7, lines 23-44). Therefore, 
KAMIYA teaches a sets of instructions (code segments) potentially having different 
current privilege levels (via the descriptors or changing by the bus) wherein a first set of 
instructions (code segment) is remapped to a third current execution privilege level (to a 
new privilege level by the bus) prior to runtime privilege checking and execution of a 
collection of programming instructions (via after the loading of the descriptor performing 
a determination of memory protection violations) wherein the new privilege level is any 
of the four privilege level of a well known privilege level system. 

As to claims 17 and 18, refer to claim 16 for rejection. Claim 17 is broader than 
claim 16 because claim 17 does not require that the mapping be performed 
independent of the operating system. However, claim 17 is substantially rejected based 
upon the similar reasoning as detailed regarding claim 16. 

As to claims 1 9-22, KAMIYA teaches a method of remapping of task from a 
current privilege level (CPL of the executing routine for the processor) to a new privilege 
level prior to the execution of the task by the processor (via changes in code segments, 
i.e. instructions of jump or other invocation instructions, makes the system read in the 
new descriptor associated with the new code segment and thereby load its information, 
i.e. its CPL (col. 6, lines 33-41 ) such that after the loading of the CPL, a determination of 
memory protection violations of the code segment is checked (col. 6, lines 41-47; col. 7, 
lines 23-44)) wherein the system has a plurality of task (code segments) (col. 1 , lines 
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13-16; col. 2, lines 67-68). It would be obvious to one of ordinary skill in the art that a 
program segment or microprogram having a more privilege CPL is remapped by the bus 
to a less privileged CPL and a microprogram having a least privileged CPL is remapped 
by the bus to a more privileged CPL. However, KAMIYA does not explicitly detail that 
the operating system initializes the CPL. Official Notice is taken in that it is well known in 
the art that an operating system can initialize a CPL value in a CPL register for a task 
and in some instances send instructions for performing the change in CPL which would 
either raise or lower the CPL. It would be obvious that this well known teaching in 
combination with the teaching of KAMIYA would allow the bus to set the CPL in 
response to the instruction. Therefore it would be obvious in view of KAMIYA in order 
to facilitate independent privilege checking and changing of a processor (via the bus). 

As to claim 23, refer to claim 1 for rejection. 

As to claim 25, refer to claim 1 for rejection. 

As to claims 27-29, refer to claims 13-15 for rejection. 

As to claims 4-6, It would be obvious to one of ordinary skill in the art that since 
the privilege remapper (bus) changes the CPL bits prior to runtime privilege checking 
(col. 3, lines 31-34) that there must exist an element for setting this new CPL. In 
addition, the condition in changing the CPL would be to always performing the change. 
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As to claims 10-12, refer to claims 4-6 for rejection. 
As to claim 24, refer to claims 4-6 for rejection. 
As to claims 26, refer to claims 4-6 for rejection. 

Allowable Subject Matter 

8. Claims 2, 3, 8 and 9 are objected to as being dependent upon a rejected base 
claim, but would be allowable if rewritten in independent form including all of the 
limitations of the base claim and any intervening claims as well as correcting all 112 
issues. The cited claims detail how the remapping alleviates major re-design of the 
operating system. The remapper either uses a register that stores a plurality of 
remapped CPLs to be accessed using the stored current privilege level or an array to 
store a plurality of remapped CPLs to be accessed using a configuration value and the 
stored current privilege levels prior to runtime privilege checking. The two cited ways 
allow for the remapper to change a CPL of one task to a more or less restrictive CPL. 
All of the cited prior art of record disclose the use of an instruction or an alternative 
entity that sets or changes a CPL to a new value. The cited prior art of record does not 
allude to mapping the new CPL value based upon the register or array as detailed in 
claims 2, 3, 8 or 9 and therefore these cited claims are allowable over the cited prior art 
of record. 
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Conclusion 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Lewis A. Bullock, Jr. whose telephone number is (571) 
272-3759. The examiner can normally be reached on Monday-Friday, 8:30 a.m. - 5:00 
p.m.. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Meng An can be reached on (571) 272-3756. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 




February 9, 2006 



LEWS A. BULLOCK, JR. 
PRIMARY EXAMMER 



